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Introduction to networking in Linux

•Wired network

•Wireless network

•Three types of Linux systems

• 1. Desktop/laptop networking

• 2. Server networking

• 3. Enterprise networking
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Configuring Networking for Desktops

• General activities that occur when Linux is set to automatically connect to the Internet with 
NetworkManager:

• Activate network interfaces

• Request DHCP service

• Get response from DHCP server

IP address

Subnet mask

Lease time

Domain name server

Default gateway

• Update local network settings
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Checking your network interfaces

•Checking your network from NetworkManager

•Checking your network from the command line

•Viewing network interfaces: ip addr show, ifconfig wlan0

•Checking connectivity to remote systems: ping

•Checking routing information: route, traceroute google.com

•Viewing the host and domain names: hostname, dnsdomainname
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•Configuring network interfaces

•Configuring a network proxy connection

•Configuring Networking for Servers

Using system-config-network

•Configuring Networking in the Enterprise
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Configuring Networking for Servers
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system-config-network
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Choosing device configuration
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Choosing DNS configuration
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Introduction to networking 
in Linux

•Wired network

•Wireless network

•Three types of Linux systems

• 1. Desktop/laptop networking

• 2. Server networking

• 3. Enterprise networking



Department of Computer 
Science  and Engineering

Configuring Networking for Desktops

• General activities that occur when Linux is set to automatically connect to the Internet with 
NetworkManager:

• Activate network interfaces

• Request DHCP service

• Get response from DHCP server

IP address

Subnet mask

Lease time

Domain name server

Default gateway

• Update local network settings
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Checking your network interfaces

•Checking your network from NetworkManager

•Checking your network from the command line

•Viewing network interfaces: ip addr show, ifconfig wlan0

•Checking connectivity to remote systems: ping

•Checking routing information: route, traceroute google.com

•Viewing the host and domain names: hostname, dnsdomainname
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•Configuring network interfaces

•Configuring a network proxy connection

•Configuring Networking for Servers

Using system-config-network

•Configuring Networking in the Enterprise



Department of Computer 
Science  and Engineering

Configuring Networking for Servers
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system-config-network
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Choosing device configuration
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Choosing DNS configuration
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Understanding networking
configuration files

•Network interface files: /etc/sysconfig/network-scripts/ifcfg-[interface]

•For other settings you can use in ifcfg files, check the sysconfig.txt file in the 

/usr/share/doc/initscripts-* directory.
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• /etc/sysconfig/network file

• /etc/hosts file
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• /etc/resolv.conf file

• /etc/nsswitch.conf
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Configuring Networking 
in the Enterprise

•Configuring Linux as a router

•Configuring Linux as a DHCP server

•Configuring Linux as a DNS server

•Configuring Linux as a proxy server

•Configuring VLANs in Linux
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File Transfer Protocol (FTP)

•Understanding FTP

• Installing the vsftpd FTP Server

•Starting the vsftpd Service

•Securing Your FTP Server

•Opening up your firewall for FTP

•Allowing FTP access in TCP wrappers

•Configuring Your FTP Server
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Study of Docker

•Docker founded by Solomon Hykes in 2010 as dotCloud

•Docker is an open-source containerization platform. It enables developers to 

package applications into containers—standardized executable components 

combining application source code with the operating system (OS) libraries 

and dependencies required to run that code in any environment
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Study of Docker

•Docker is a set of platform as a service products that use OS-level 
virtualization to deliver software in packages called containers. Containers 
are isolated from one another and bundle their own software, libraries and 
configuration files; they can communicate with each other through well-
defined channels

•Docker is an open platform for developing, shipping, and running 
applications. Docker enables you to separate your applications from your 
infrastructure so you can deliver software quickly. With Docker, you can 
manage your infrastructure in the same ways you manage your applications.
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Domain Name System (DNS)

•Each computer connected to a TCP/IP network, such as the Internet, is 

identified by its own IP address. 

• IP addresses are difficult to remember, so a domain name version of each IP 

address is also used to identify a host.

•A domain name consists of two parts, the hostname and the domain

•The hostname is the computer’s specific name, and the domain identifies the 

network of which the computer is a part
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•The domains usually have extensions that identify the type of host.

•For example, .edu is used for educational institutions and .com is used for 

businesses.

• International domains usually have extensions that indicate the country they 

are in, such as .de for Germany, .au for Australia and .in for India.

•The combination of a hostname, domain, and extension forms a unique 

name by which a computer can be referenced.

•The domain can be split into further subdomains.
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•To provide the service of translating domain addresses to IP addresses, 
databases of domain names were developed and placed on their own 
servers. 

•To find the IP address of a domain name, you send a query to a name server, 
which then looks up the IP address for you and sends it back. 

• In a large network, several name servers can cover different parts of the 
network. 

• If a name server cannot find a particular IP address, it sends the query on to 
another name server that is more likely to have it.
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/etc/host.conf
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/etc/nsswitch.conf: 
Name Service Switch
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• IPv6 Stateless Autoconfiguration

•Generating the Local Address

•Generating the Full Address

•Router Renumbering

• IPv6 Stateful Autoconfiguration: DHCPv6

•Linux as an IPv6 Router: radvd

•DHCP for IPv4
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Linux as an IPv6 Router: radvd
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DHCP for IPv4

•Configuring DHCP IPv4 Client Hosts

•Configuring the DHCP IPv4 Server

•Dynamic IPv4 Addresses for DHCP

•DHCP Dynamic DNS Updates

•DHCP Subnetworks

•DHCP Fixed Addresses
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Network file system

•An NFS file server provides an easy way to share large amounts of data 
among the users and computers in an organization. 

•An administrator of a Linux system that is configured to share its filesystems 
using NFS must perform the following tasks to set up NFS:

1. Set up the network

2. Start the NFS service

3. Choose what to share from the server.

4. Set up security on the server

5. Mount the filesystem on the client.
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• Above figure illustrates a Linux file server using NFS to share (export) a filesystem 

and a client computer mounting the filesystem to make it available to its local users.

• In this example, a computer named oak makes its /apps/bin directory available to 

clients on the network (pine, maple, and spruce) by adding an entry to the 

/etc/exports file.

• The client computer (pine) sees that the resource is available and mounts the 

resource on its local filesystem at the mount point /oak/apps, after which any files, 

directories, or subdirectories from /apps/bin on oak are available to users on pine.
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